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FK FORM 5094, JUN 2015
FORT KNOX INSTALLATION CAMPUS AREA NETWORK BLACKBERRY USER AGREEMENT
For use of this form, see DODD 8100.2, AR 25-2, Fort Knox Reg 25-3, Applicable BBPs, Applicable STIGs, and IA Control Nos EBCR, ECWN
2.  RANK/GRADE:
SECTION I - PERSONAL INFORMATION
3.  ORGANIZATION:
4.  BUILDING NO: 
1.  NAME (Last, First, MI):
6.  BUSINESS PHONE NO.:
9.  THE FOLLOWING ARE RISKS ASSOCIATED WITH THE BLACKBERRY DEVICE:
     a.  Messages are NOT encrypted, and copies are stored in memory, on the phone, and in the wireless carrier database.  Sensitive information should not be
sent via Short Message Service (SMS)/Text Messages/Multimedia Message Service (MMS).
     b.  When a hacker web site URL is sent in an SMS/Text Messages/MMS, malware can be downloaded on the phone when the user connects.
     c.  Executable files (including malware) can be embedded in the SMS/Text Messages/MMS.
     d.  Hacker web site URLs can be embedded in photos sent via SMS/Text Messages/MMS, which will connect when the photo is viewed.
     e.  The small size of the BlackBerry causes it to be a vulnerability for loss or theft.
10.  I ACKNOWLEDGE AND UNDERSTAND THE FOLLOWING RISKS AND WILL COMPLY WITH THE REQUIRED PREVENTIVE MEASURES LISTED BELOW:
      a.  I will use a password that conforms to the Army's Two-Way Wireless e-mail devices password standard. For common access card users, the minimum
password length will be six numbers.
      b.  The Security Timeout feature will be set to 15 minutes or less.
      c.  The wireless device will not be carried in a classified or restricted area.
      d.  The device will be disabled after 5 incorrect logon attempts.
      e.  The last three passwords are recorded by the system and cannot be re-used.
      f.  My password must be changed every 60 days.
      g.  When sending sensitive but unclassified and for official use only information, e-mails should be encrypted or not sent.
      h.  I will treat any message or contact received from an unknown number or device with suspicion.
      i.  Bluetooth for voice transmission is not authorized.
      j.  I am not allowed to install or remove any software on the wireless device.
      k.  Government-owned hardware and software is used for official duties only, and I will be the only authorized individual using the BlackBerry issued to me.
      l.  I can be held responsible for damage caused to a Government system or data through negligence or a willful act.
      m.  In the event of a security incident (e.g., a classified spillage, loss of personally identifiable information, etc.,), I will contact my information assurance
security officer (IASO) or call the Fort Knox Network Enterprise Center Customer Support Center at 502-624-8888.
      n.  The BlackBerry will be properly labeled with a U.S. Government SF 710, Unclassified (Label), affixed in clear view; FK Label 1015-E, This Equipment Will
Not Be Used To Process Classified Material; and FK Label 5078a, Data-at-Rest Asset Protection Thumb Drive Label.
      o.  I agree to provide the BlackBerry to Information Technology Desktop Support personnel, as required, for running the Autoberry scan, regular inventories, and
random audits.
      p.  I will be aware of my environment when using the BlackBerry to prevent eavesdropping or shoulder surfing.
      a.  You are accessing a U.S. Government information system (which includes any device attached to this information system) that is provided for U.S.
Government-authorized use only.
      b.  You consent to the following conditions:
           (1)  The U.S. Government routinely intercepts and monitors communications on this information system for purposes including, but not limited to,
penetration testing, communications security monitoring, network operations and defense, personnel misconduct, law enforcement, and counterintelligence
investigations.
           (2)  At any time, the U.S. Government may inspect and seize data stored on this information system.
           (3)  Communications using, or data stored on, this information system are not private; are subject to routine monitoring, interception, and search; and may
be disclosed or used for any U.S. Government-authorized purpose.
      q.  When attending meetings in or visiting a secured location, I will surrender my BlackBerry only when required.  Before handing it over or depositing it in a
temporary storage location, I will first turn the device off and remove and keep the battery and SIM card (if applicable).  Upon return of the device, I will inspect it for
any obvious signs of tampering before replacing the battery and powering it on.
11.  BY SIGNING THIS DOCUMENT, YOU ACKNOWLEDGE AND CONSENT THAT WHEN YOU ACCESS DEPARTMENT OF DEFENSE (DOD) INFORMATION
SYSTEMS:
NOTE:  This information may be used to contact a BlackBerry user in the event of a security incident or emergency.
7.  E-MAIL ADDRESS:
SECTION II - BLACKBERRY INFORMATION
8.  DATE BLACKBERRY TRAINING COMPLETED:
(Certificate provided to IMO)
SECTION III - USER ACKNOWLEDGMENT
           (4)  This information system includes security measures (e.g., authentication and access controls) to protect U.S. Government interests -- not for your
personal benefit or privacy.
5.  ROOM NO: 
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13.  USER SIGNATURE:
14.  DATE SIGNED:
BY SIGNING THIS USER AGREEMENT, I AM ACKNOWLEDGING THAT I ACCEPT AND WILL ABIDE BY ALL TERMS AND CONDITIONS DESCRIBED ABOVE.
12.  DEVICE(S), CARRIER, MODEL, AND PIN (SERIAL NUMBER):
15.  IASO SIGNATURE:
FK LCES2 v9.0
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           (5)  Notwithstanding the above, using an information system does not constitute consent to personnel misconduct, law enforcement, or counterintelligence
investigative searching or monitoring of the content of privileged communications or data (including work product) that are related to personal representation or
services by attorneys, psychotherapists, or clergy, and their assistants.  Under these circumstances, such communications and work product are private and
confidential, as further explained below:
           (6)  In cases where the user has consented to content searching or monitoring of communications or data for personnel misconduct, law enforcement, or
counterintelligence investigative searching (i.e., for all communications and data other than privileged communications or data that are related to personal
representation or services by attorneys, psychotherapists, or clergy, and their assistants), the U.S. Government may, solely at its discretion and in accordance with
DOD policy, elect to apply a privilege or other restriction on the U.S. Government's otherwise-authorized use or disclosure of such information.
           (7)  All of the above conditions apply, regardless of whether the access or use of an information system includes the display of a Notice and Consent Banner
("banner").  When a banner is used, the banner functions to remind the user of the conditions that are set forth in this User Agreement, regardless of whether the
banner describes these conditions in full detail or provides a summary of such conditions, and regardless of whether the banner expressly references the User
A
greement.
                 -  Nothing in this User Agreement shall be interpreted to limit the user's consent to, or in any other way restrict or affect, any U.S. Government actions
for purposes of network administration, operation, protection, or defense, or for communications security.  This includes all communications and data on an
information system, regardless of any applicable privilege or confidentiality.
                 -  The user consents to interception/capture and seizure of ALL communications and data for any authorized purpose (including personnel misconduct,
law enforcement, or counterintelligence investigative searching).  However, consent to interception/capture or seizure of communications and data is not consent to
the use of privileged communications or data for personnel misconduct, law enforcement, and counterintelligence investigative searching against any party and does
not negate any applicable privilege or confidentiality that otherwise applies.
                 -  Whether any particular communication or data qualifies for the protection of a privilege, or is covered by a duty of confidentiality, is determined in
accordance with established legal standards and DOD policy.  Users are strongly encouraged to seek personal legal counsel on such matters prior to using an
information system if the user intends to rely on the protections of a privilege or confidentiality.
                 -  Users should take reasonable steps to identify such communications or data that the user asserts are protected by any such privilege or
confidentiality.  However, the user's identification or assertion of a privilege or confidentiality is not sufficient to create such protection where none exists under
established legal standards and DOD policy.
                 -  A user's failure to take reasonable steps to identify such communications or data as privileged or confidential does not waive the privilege or
confidentiality if such protections otherwise exist under established legal standards and DOD policy.  However, in such cases, the U.S. Government is authorized to
take reasonable actions to identify such communication or data as being subject to a privilege or confidentiality, and such actions do not negate any applicable
privilege or confidentiality.
                 -  These conditions preserve the confidentiality of the communication or data and the legal protections regarding the use and disclosure of privileged
information, and thus such communications and data are private and confidential.  Further, the U.S. Government shall take all reasonable measures to protect the
content of captured/seized privileged communications and data to ensure they are appropriately protected.
16.  DATE SIGNED:
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